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Our Vision We want  t o sat isfy our 
cust omers’ financial needs 
and help t hem succeed financially.

Our Values  What ’s right  for cust omers

 People as a compet it ive advant age

 Et hics

 Diversit y and inclusion

 Leadership

Our Goals We want  t o become t he financial services leader 
in t hese areas:

Cust omer 
service and 
advice

Team 
member 
engagement

Innovat ion

Risk 
management

Corporat e 
cit izenship

Shareholder 
value

The Vision, 
Values& 
Goals of 
WellsFargo



Cybersecurity threat landscape
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History of cybersecurity

1975: 
First  

personal 
computer

1989: First  
computer 

worm

1990s: 
First  

viruses

1995: 
First  
spam 

incident

2000s: 
Credit  
cards 

targeted

2003: 
First  known 

phishing 
at tack 

against  a 
bank

2005: 
1 billion 
Internet  

users

2007: 
First  

iPhone 
int roduced

Today: 
Complex 
at tacks

Sources: 
• Ted Julian, Def ining moment s in t he hist ory of cyber-securit y and t he rise of incident  response, Infosecurit y Magazine, 

ht t p:/ /www.infosecurit y-magazine.com/opinions/ t he-hist ory-of-cybersecurit y/ , accessed November 7, 2018  
• Jakob Nielsen, One billion Int ernet  users, Nielsen Norman Group, ht t ps:/ /www.nngroup.com/art icles/one-billion-int ernet -users/ , accessed November 7, 2018
• Phishing.org, Hist ory of phishing, ht t p:/ /www.phishing.org/hist ory-of-phishing, accessed November 7, 2018



Malware and ransomware

Cloud services and t hird part y service providers 

Phishing and social engineering 

Insider t hreat    

Recent  leaks of nat ion-st at e cyber exploit at ion t ools

Rapid growt h of vulnerabilit ies in widely used t echnologies 

Severe short age of cyber t alent  

What are the top cyber risks, and why are they so dangerous?



146 days
median number of days an 
at t acker resides wit hin a 
net work before det ect ion

Threat landscape: By the numbers

$6 trillion
project ed yearly global 
cybersecurit y damages, 2021

16.7 million
Number of vict ims of 

ident it y fraud in 2017, a 
record high over 2016

Sources: ht t p:/ /www.csoonline.com/art icle/3153707/securit y/ top-5-cybersecurit y-facts-f igures-and-st at ist ics-for-2017.html Verizon 2017 Dat a Breach Invest igat ions Report
ht t p:/ /www.csoonline.com/art icle/3153707/securit y/ top-5-cybersecurit y-fact s-f igures-and-stat ist ics-for-2017.ht ml
2016 Cost  of Cyber Crime St udy & t he Risk of Business Innovat ion, Ponemon Inst it ut e LLC

76% of 
breaches
were f inancially mot ivat ed

$3.8 million t he average cost  
of  a dat a breach 
t o a business

http://www.csoonline.com/article/3153707/security/top-5-cybersecurity-facts-figures-and-statistics-for-2017.html
http://www.csoonline.com/article/3153707/security/top-5-cybersecurity-facts-figures-and-statistics-for-2017.html


Growth in breaches

2016
Yahoo

1 billion

2015
Ant hem
80M

2014
Home Depot

56M

2014
JP Morgan

76M

2013
Target
70M

2011
Sony

100M

* Source: The companies; TheWall Street  Journal, Fortune.com; LinkedIn Lost  167 Million 
Account Credent ials in Data Breach

Mega Breaches

2016
LinkedIn
117M

2011  t o   2016

40M
2007

TJX Cos.
90M

2009
Heart land
Payment
Syst ems
90M

2005
CardSyst ems

2005 2007 2009

NBC News

“Massive Equifax Dat a Breach Could 
Affect  Half of t he US Populat ion”

September 7, 2017



Who: 
Threat  actors
• Cyber 

t errorist s
• Hackt ivist s
• Nat ion st at e
• Financially 

mot ivat ed
• Insider

Why: 
Goals
• Disrupt ion
• Reput at ion 

damage
• At t ent ion
• Espionage
• Theft

• Monet ary
• ID

• Revenge

How: 
Vect ors
• DDoS -

Dist ribut ed 
Denial of 
Service

• Malware
• Direct  hack
• Phishing
• Social 

engineering

What : 
Vulnerabilit y
Missing pat ches
Code 

vulnerabilit y
Dat a backup 

and recovery
Lack of 

encrypt ion
Access 

management
Human element

Impact s:

• Reput at ional
• Lost  business/  

unavailable 
services

• Regulat ory
• Fraud losses

Motivations and methods



Deep dive into emerging 
cyber/fraud attacks
• Spear-phishing

• Ransomware

• Imposter fraud

• Denial of service

• Wire service at tacks
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Spear-phishing, a form of social engineering, is one of the most 
effective techniques to breach security

What  is it ?
• A t arget ed, cust om form of phishing

– Spear-phish is an email t hat  appears t o be 
from an individual or business t hat  you know

– Int ent ion — Get t ing informat ion, such as 
account  login, or inst alling a malware

• Spear-phishing is oft en based on research 
using social media
– Who do you work wit h? 
– What  do you do? 
– Who are your friends?

What  can you do about  it ?
• Remove corporat e email from 

LinkedIn and social net works

• Be vague about  what  you do

• Wat ch for spoofed email — look 
at  t he email address not  only t he 
displayed name



Ransomware is a proven effective attack tactic, impacting everyone
and everything

What  is it ?
• A malicious soft ware t hat  scrambles all files 

on an infect ed comput er wit h st rong 
encrypt ion, and t hen requires payment  from 
t he vict im t o recover t hem.
– Dist ribut ion t hrough mult iple ways (websit es, 

phish, spear-phishing)
– Impact s bot h individuals and inst it ut ions

• At t acks t end t o focus on: 
– End-user comput ers
– Servers
– Int ernet  of Things (IOT) devices

What  can you do about  it ?
• Don’t  click

• Backup dat a regularly

• To pay or not  t o pay



Business Email Compromise —another form of social engineering —is 
one of the fastest growing schemes 

What  is it ?
• Fraudst er poses as a t rust ed person — a 

company execut ive or a crit ical part ner/vendor 
— and is looking for quick responses in order 
t o st eal funds
– Email is spoofed or compromised

• Emerges in 2013 (~$170MM) 

• Bet ween Oct ober 2013 and May 2018, global 
losses t ot aled more t han $2.9 billion.
– FBI public service announcement , June 11, 2018

What  can you do about  it ?
• Est ablish and follow operat ional 

procedures when conduct ing 
high risk t ransact ions such as 
approving payment s, such as:
– Out-of-band 
– Dual-fact or aut hent icat ion



Denial of service can take multiple forms 

What  is it ?
• At t empts t o render an online service unavailable 

by overwhelming it  wit h unwant ed t raffic from 
mult iple sources
– Types: DOS (denial of service), DDOS (dist ribut ed 

denial of service)
– Int ent ion — Disrupt  services and operat ions by:

– Creat ing t raffic jams
– Crashing syst ems
– Locking account s
– Many ot hers…

What  can you do about  it ?
• Defensive cont rols aim t o 

block illegit imat e t raffic 
t hrough:
– At t ack det ect ion
– Traffic classificat ion
– Response t ools
– Several vendors offer end-t o-end 

solut ion geared t o deflect  
t radit ional DDOS act ivit ies

PAGE NOT 
FOUND



Attacks on payment ecosystems

What  is it ?
• Several highly-publicized cyber-at t acks 

originated wire t ransact ions from member banks 
t hrough t he SWIFT network:
– Cent ral Bank of Bangladesh, $81MM loss
– Tien Phong Commercial bank, Vietnam,

loss unknown
– Banco del Aust ro, Ecuador, $9MM loss

• Hackers appeared t o:
– Compromise the bank’s environment  by deploying

sophist icat ed malware
– Obt ain valid operat or credent ials, gaining 

unaut horized access t o creat e, approve and submit  
SWIFT messages from wit hin t he inst it ut ion

– Submit  f raudulent  messages by impersonat ing 
operat ors using st olen credent ials

– Hide evidence by removing t races of t he fraudulent  
messages

What  can you do about  it ?
• SWIFT creat ed Cust omer 

Securit y Program t hat  members 
need t o adhere t o.

• Wells Fargo Bank int roduced a 
bank-wide, mult iyear, and well-
funded init iat ive t o increase 
securit y of payment  eco 
syst ems.



Looking forward: threats and predictions

• Artificial intelligence

• Crypto mining

• Internet of Things botnets

• State-sponsored cyber activity

• Cloud security

• Direct payment system fraud

• Supply chain attacks

• CPU vulnerabilities



Cybersecurity and you —
Information security is everyone’s business
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10 tips to protect yourself online

1. Check your computer for personally 
identifiable information
– Look for social securit y informat ion, driver’s 

license numbers, and bank account  numbers.

2. Re-think how you connect
– Avoid unsecured Wi-Fi when possible. If  you 

must  connect , do not  go on sensit ive sit es.

3. Get professional help
– Find an IT professional t o help if  you’re over 

your head.

4. Avoid suspicious links
– Be careful when you click a link or open a program.

5. Protect your passwords
– Aim for complex, hard to guess, and changed 

them of ten.
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10 tips to protect yourself online

6. Be aware of common scams
– Exercise ext reme caut ion if  someone asks you for 

money, usernames, passwords, or account  details.

7. Update your software
– Patch your operat ing system, sof tware, browser, 

and plug-ins.

8. Plan for the unexpected
– Back up your important  data in mult iple ways.

9. Keep up-to-date
– Follow news, t rends, and developments to stay in 

the know.

10. Consider automatic alerts
– Many services will inform you of suspicious 

act ivit y automat ically.
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Thank you. 
Questions?
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